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Statement of Mercury Compliance with Credit Card Security Program

October 14, 2005

To Whom It May Concern:

On November 12, 2004, Mercury Payment Systems, an integrated transaction processor, obtained Cardholder Information Security Program (CISP) certification from Visa. 
To achieve CISP compliance, Mercury adheres to the Payment Card Industry Data Security Standard (PCI), a set of guidelines for safeguarding sensitive data for all card brands, including Visa, MasterCard, American Express, Discover, JCB and Diners Club.
This security compliance program consists of 12 steps: 1)maintaining a working firewall; 2) updating security patches; 3) protecting stored data, including never storing sensitive authentication data subsequent to authorization, not even if encrypted; 4) encrypting transmission of cardholder and sensitive data across public networks; 5) using and regularly updating anti-virus software or programs; 6) developing and maintaining secure systems and applications; 7) restricting access to data by business need-to-know; 8) assigning a unique ID to each person with computer access; 9) restricting physical access to cardholder data; 10) tracking and monitoring al access to network resources and cardholder data; 11) regularly testing security systems and processes; and 12) maintaining a policy that addresses information security for employees and contractors.
Mercury recently completed an annual audit to meet the requirements for PCI certification. If you have any questions regarding Mercury’s swipe to settlement security program for PCI compliance, please feel free to contact me.
Sincerely,

Jenna Hutt
Mercury Payment Systems

800-846-4472 x 3421

jhutt@mercurypay.com
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